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Are	  you	  feeling	  the	  pain	  of	  an	  increasingly	  
dynamic	  and	  growing	  network?	  	  
	  
Are	  you	  in	  control	  of	  who	  and	  what	  is	  
connected	  to	  your	  network?	  
	  
Are	  you	  frustrated	  with	  tracing	  cables	  to	  track	  
down	  a	  problem	  device?	  	  
	  
Why	  not	  use	  a	  tool	  that	  can	  do	  all	  the	  
hard	  work	  for	  you?	  	  
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To	  help	  protect	  and	  safely	  resolve	  high-‐risk	  
situaHons	  on	  the	  network,	  organizaHons	  need	  
to	  take	  a	  proacHve	  stance	  in	  controlling	  who	  
and	  what	  is	  allowed	  on	  the	  network.	  
	  
SolarWinds	  User	  Device	  Tracker	  (UDT)	  
can	  be	  tacHcally	  deployed	  to	  help	  you	  manage	  
the	  onslaught	  of	  mobile	  devices	  and	  keep	  
rogue	  devices	  from	  wreaking	  havoc	  on	  your	  
network.	  	  
	  
UDT	  can	  help	  you	  set	  up	  and	  take	  charge	  of	  
your	  network	  access	  security	  in	  3	  simple	  
steps!	  Here’s	  how…	  
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Step	  1 

Create	  Device	  
Whitelist	  	  

•  From	  the	  UDT	  web	  console,	  specify	  what	  
devices	  are	  allowed	  to	  access	  the	  network.	  
You	  can	  add	  devices	  by:	  
•  Individual	  IP,	  MAC	  address,	  or	  hostname	  
•  IP	  address	  ranges	  
•  MAC	  address	  ranges	  
•  Subnets	  
•  Custom	  paTerns	  
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Step	  1 

Create	  Device	  
Whitelist	  cont.	  

•  Devices	  are	  categorized	  as	  
‘Included’	  (whitelisted)	  and	  ‘Ignored’.	  
Those	  not	  in	  the	  list	  are	  marked	  as	  ‘Rogue’	  
and	  an	  immediate	  alert	  will	  be	  generated.	  
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Step	  2 

•  To	  watch	  for	  a	  specific	  user	  or	  device,	  
simply	  specify	  a	  MAC	  address,	  IP	  address,	  
hostname	  or	  user	  name	  to	  monitor	  (you	  can	  
even	  add	  an	  op4onal	  descrip4on	  to	  indicate	  why	  you	  are	  
watching	  it).	  
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Step	  2 

•  When	  that	  user	  or	  device	  on	  the	  watch	  list	  
connects,	  you	  will	  be	  automaHcally	  noHfied.	  

•  You	  can	  then	  view	  the	  node	  or	  access	  point,	  
port	  or	  SSID,	  and	  VLAN	  of	  the	  device	  or	  user	  
being	  tracked.	  

Set	  Up	  Watch	  
List	  cont.	  
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Step	  3 

Shutdown	  	  
Port	   •  If	  you	  suspect	  a	  malicious	  user	  or	  believe	  

a	  port	  has	  been	  compromised,	  simply	  
shut	  down	  the	  port	  directly	  from	  the	  UDT	  
console	  with	  the	  click-‐of-‐a-‐bu+on.	  
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Step	  3 

Shutdown	  	  
Port	  cont.	  

	  
•  Plus,	  you	  can	  view	  device	  port	  details,	  

user	  logins,	  and	  connecHon	  history	  to	  
easily	  invesHgate	  and	  troubleshoot	  a	  
network	  problem.	  	  
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Done! 

You	  are	  now	  set	  up	  for	  AcHve	  Network	  
Access	  Security.	  Keep	  all	  unwanted	  
Devices	  and	  Users	  out!	  
	  
Take	  control	  of	  who	  and	  what	  accesses	  
your	  network!	  
	  
SolarWinds	  User	  Device	  Tracker(UDT)	  
Ac4ve	  Network	  Access	  Security	  
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UDT 

Key	  Features	  
and	  Benefits	  of	  
SolarWinds	  UDT	  

•  AutomaHcally	  discover,	  map,	  and	  monitor	  switches,	  
ports,	  and	  network	  devices—wired	  or	  wireless	  

•  Quickly	  find	  devices	  and	  retrieve	  the	  user	  name,	  
switch	  port	  details,	  connecHon	  history	  and	  more	  

•  Track	  current	  or	  past	  locaHon	  of	  users	  and	  devices	  

•  Create	  a	  whitelist	  to	  idenHfy	  safe	  vs.	  rogue	  devices	  

•  Get	  an	  automaHc	  alert	  when	  a	  rogue	  endpoint	  or	  
watched	  user/device	  connects	  

•  Remotely	  shut	  down	  a	  compromised	  port	  with	  the	  
click-‐of-‐a-‐buTon	  

•  Get	  detailed	  switch	  port	  usage	  data,	  capacity	  
analysis,	  and	  built-‐in	  reporHng.	  
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UDT SolarWinds	  User	  Device	  Tracker	  
Ac4ve	  Network	  Access	  Security	  

Learn	  More	  

http://www.solarwinds.com/user-device-tracker.aspx?CMP=OTC-TAD-SWI-NTK_ACCS_SEC_EBOOK-UDT-PP-Q32013

